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A2 IDC - New Use Cases for Generative Al in Security Analytics



https://blogs.idc.com/2023/05/19/recent-strides-new-use-cases-for-generative-ai-in-security-analytics/
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Security Lake » Summary

Summary we

> Get started with Security Lake

Security Lake — with Co

Overview

Regions

17

Rollup Regions

0

Subscribers
Recently updated subscribers in Region: Asia Pacific (Seoul).

Opensearch

Detective

Splunk-Proserve

Sources

8 sources

8 sources

6 sources

Issues
Issues found in the last 14 days.

There are no issues found.

View all issues

Security Lake

Summary

Subscribers

Regions

Custom sources

Issues

Accounts

v Settings
General
Rollup Regions

Usage

Knowledge center
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Security Lake > Sources

Sources (8) info

Source

CloudTrail - Management
events - recommended

CloudTrail - Lambda data
events - recommended

EKS Audit Logs -
recommended

Route 53 - recommended

Security Hub - recommended

o VPC Flow Logs -
recommended
o CloudTrail - S3 data events

Configure

Description Status

Management operations that are performed on your AWS resources © Enabled

Subset of API calls for Amazon Lambda captured by CloudTrail,
including calls from the Lambda console and code calls to Lambda © Enabled
APIs

Activities performed on the Kubernetes resources running in your
Elastic Kubernetes Service (EKS) clusters T

DNS queries made by resources within your Amazon VPC © Enabled

Security findings related to your AWS resources © Enabled

Information about IP traffic going to and from network interfaces in
yourVPC T

Subset of API calls for Amazon S3 captured by CloudTrail, including
calls from the S3 console and code callsto S3APIs T

Monitor web requests sent to your applications and control access to
yourcontent 0 HIETE




Athena & View

Amazon Athena > Query editor
Editor Recent queries Saved queries Settings Workgroup

< itrailsnew : X ‘ M3 X | @24 X | @ Seerityhub 2| i X | Security Lake Cloudt... : X | @ Query5 : X | © Query6 : X >’ + | v

Data C <
BELECT * FROM "amazon_security_lake_glue_db_ap_northeast_2"."view_aslt_ap_northeast_2_sh_findings_v3" limit 10;
Data source
| AwsDataCatalog v |
Database
| amazon_security_lake_glue_db_ap_northeast_2 v |

Tables and views ©

I Q Filter tables and views l

v Tables (8) <1 > /i
a
= amazon_security_lake_table_ap_northeast_2_cloud_trail_mgmt_1_0 : sQL  Ln1,Col1 = @ o
Partitioned
.

amazon_security_lake_table_ap_northeast_2_eks_audit_2_0 H - Explain [ Cancel Clear Create v @ Reuse query results

amazon_security_lake_table_ap_northeast_2_lambda_execution_1_0 up to 60 minutes ago £

c Partitioned :
[E] amazon_security_lake_table_ap_northeast_2_route53_1_0 Partitioned  : Query results | Query stats
[2] amazon_security_lake_table_ap_northeast_2_s3_data_1_0 Partitioned ¢

© Ccompleted Time In queue: 72 ms Run time: 2.96 sec Data scanned: 546.73 KB
[F] amazon_security_lake_table_ap_northeast_2_sh_findings_1_0  Partitioned :
[E amazon_security_lake_table_ap_northeast_2_vpc_flow_1_0  Partitioned : Results (10) Copy I I Download results
[ amazon_security_lake_table_ap_northeast_2_waf_2_0 H IQ Search rows <1 @
v Views (5) <1 >

metadata_product_feature_nam

#v metadata_product_version v metadata_product_feature_uid v v metadata_product_uid
[#] v_security_lake_ap_northeast_2_cloud_trail_mgmt H -product, -product. - e -product |
[#] v_security_lake_ap_northeast_2_cloud_trail_original : 1 2018-10-08 aws-foundational-security-best-practices/v/1.0.0/KMS.2 Security Hub arn:aws:securityhub:ap-northez
[ v_security_lake_cloud_trail_mgmt : 2 2018-10-08 y-best-practices/v/1.0.0/Config.1 Security Hub arn:aws:securityhub:ap-northez
[ view_aslt_ap_northeast_2_sh_findings HE 2018-10-08 f y-best-practices/v/1.0.0/ACM.2 Security Hub arn:aws:securityhub:ap-northez
[#] view_aslt_ap_northeast_2_sh_findings_v3 H

4 2018-10-08 aws-foundational-security-best-practices/v/1.0.0/APIGateway.1 Security Hub arn:aws:securityhub:ap-northez
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GenAl ChatBot

Dark Mode

< AWS GenAl Chatbot > RAG > Workspaces > SecurityLake

GitHub [ 2

SecurityLake

C Semantic search ) ( Add data ¥

OpenSearch Workspace Settings

Workspace Id Embeddings provider

54f5d15¢-5178-41fc-97f5-c00e2c63f96f sagemaker
Engine Embeddings model Chunk size
OpenSearch Serverless intfloat/multilingual-e5-large 1000

Metric (scoring function)
1 divided by 1 + L2 norm

Name Embeddings dimensions Chunk overlap
SecurityLake 1024 200
Languages Cross-encoder provider
English sagemaker
Status Cross-encoder model
@© Ready cross-encoder/ms-marco-MiniLM-L-12-
v2
Files Texts Q&A Websites RSS Feeds

Files

Please expect a delay for your changes to be reflected. Press the refresh button to see the latest changes.

Name Status Upload date

638bb63e-786f-49b0-bded-463c1fd795fc.csv @ Processing 8/18/2024, 9:11 PM

fe672952-14f4-423c-92ac-086f6fe47699.csv @ Processing 8/18/2024,9:11 PM

@ Upload files

1. D>
Size Delete
36 KB D
16 KB A
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Dark Mode GitHub [

Who a u?

I'm an Al assistant created by Anthropic. | don't have a personal identity or sense of self beyond being an artificial intelligence trained to
be helpful, honest, and harmless.
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